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® Autonomic mechanism that recovers the network from
apbnormal states (i.e. degraded or broken states)

" mplemented as a control loop composed of detection,
diagnosis and recovery blocks

® Algorithms: Bayesian Networks for network diagnosis
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BSDN (Software-Defined Networking) is a network architecture that:
*separates the control plane from the data plane/forwarding plane
®centralizes the intelligence in the control plane
®allows a programmable control of the network through APIls

The centralization of the intelligence on SDN jeopardizes the controller, that
needs self-healing capabilities to ensure Autonomic Fault Management.
Despite this, Fault Management on SDN is not sufficiently investigated and
most healing solutions are based on OpenFlow-based mechanisms, leaving
out the detection and diagnosis parts. Self-healing will bring SDN
automation to Fault Management processes.
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dependencies of network equipment

®*Extraction of the dependencies from the network topology
C) Suggestions of actions according to the diagnosed root cause
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