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CHARACTERISATION OF THE KELIHOS.B BOTNET
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WHAT IS A BOTNET?
OVERVIEW OF A CLASSICAL BOTNET
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WHAT IS A PEER-TO-PEER BOTNET?
OVERVIEW OF A PEER-TO-PEER BOTNET
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WHAT IS SINKHOLING?
HOW WAS KELIHOS.B SINKHOLED?
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RESEARCH QUESTIONS

What are the characteristics of the sinkholed Kelihos.B botnet?

What is the overall behaviour of the Kelihos.B botnhet?

What is the temporal behaviour of the Kelihos.B botnet?
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WHAT DATA WAS USED?

21 March 2012 - 7 November 2013
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Unstructured
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WHAT DATA WAS USED?

21 March 2012 - 7 November 2013
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Unstructured
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OVERALL ANALYSIS




3.7 M unique IP-addresses
sending
593.4 M requests
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TOP 5°S OF COUNTRIES IN PERCENTAGE OF IP-ADDRESSES & REQUESTS
IP-ADDRESSES REQUESTS

x( ’. % b

-~

1. Poland 24.85% 1. Poland 34.13%
2. Turkey 11.08% 2. United States 6.97%
3. Thailand 4.76% 3. Turkey 6.85%
4. India 4.74% 4. Hungary 3.66%
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AUTONOMOUS SYSTEMS IN PERCENTAGE OF REQUESTS

Requests (%)

5617 TPNET Telekomunikacja Polska S.A. 7.28%
9121 TTNET Turk Telekomunikasyon Anonim Sirketi 5.09%
6830 LGI-UPC Liberty Global Operations B.V. 3.78%
29314 VECTRANET-AS VECTRA S.A. 3.23%
21021 MULTIMEDIA-AS Multimedia Polska S.A. 3.20%
12741 INTERNETIA-AS Netia SA 2.50%
7922 COMCAST-7922 - Comcast Cable Communications, Inc. 2.00%
8151 Uninet S.A. de C.V. 1.91%
8048 CANTV Servicios, Venezuela 1.61%
10481 Prima S.A. 1.36%
Others 68.03%

UNIVERSITEIT TWENTE.

11



CUMMULATIVE DISTRIBUTION OF THE NUMBER OF REQUESTS PER IP
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DISTRIBUTION OF REQUESTS PER BOT VERSION

18 versions (111 —128)
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DISTRIBUTION OF OPERATING SYSTEMS

Windows 7 (+ Windows Server 2008 R2)
10%

Windows Vista (+ Windows Server 2008)
2%
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Windows XP (+ Windows Server 2003)
88%
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CUMULATIVE DISTRIBUTION OF ORIGINATING PORTS OF REQUESTS
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TEMPORAL ANALYSIS




TOTAL NUMBER OF REQUESTS & IP-ADDRESSES PER HOUR
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NUMBER OF NEW IP-ADDRESSES PER HOUR & NEW AS’ES PER Q OVER TIME
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AVERAGE NUMBER OF REQUESTS PER HOUR OF THE DAY PER CONTINENT
NORMALISED BY THE AVERAGE NUMBER OF REQUESTS PER CONTINENT
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NUMBER OF REQUESTS FROM VERSION NUMBER OF BOTS PER DAY
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PERCENTAGE OF USED OPERATING SYSTEMS FOR REQUESTS PER WEEK

—\Nindows XP + Server 2003 —W.indows Vista + Server 2008 Windows 7 + Server 2008 R2
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CONCLUSION
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Thank you for your attention!
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QUESTIONS?
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